I .; Public Management Researches @

University of Iranian Academy of

Sistan and Baluchestan Print ISSN: 2538 - 3418  Online ISSN: 2676 - 7880 Management Sciences

Identify Management Codes of Comprehensive
Framework for Data Center Cybersecurity Based
on the NIST Model with an Integrated and
Intelligent Approach

Ahmad Kazemi!, Ali Moeini*?, Saeed Rouhani?,
Nour Mohammad Yaghoubi?4, Hamid Reza Yazdani®

1. Instructor of Computer Science Department, Faculty of Mathematics, Statistics and
Computer Science, University of Sistan and Baluchestan, Zahedan, Iran.

2. Porfessor of School of Engineering Science, College of Engineering, University of
Tehran, Tehran, Iran. (Corresponding Author) Email: moeini@ut.ac.ir

3. Assistant Professor of Information Technology Management, Faculty of Management
University of Tehran, Tehran, Iran.

4. Porfessor of School of Management Science, Faculty of Managment, University of
Sistan and Baluchestan, Zahedan Iran.

5. Assistant Professor of School of Management Science, Faculty of Managment,
College of Farabi, University of Tehran, Tehran, Iran.

Abstract

In order to facilitate processes and provide innovative services, Most of
organizations pay special attention to using data center services to host new
platforms, services and tools to manage and run their systems. In the field of
data center cybersecurity, all aspects need to be considered to identify the
causes and then solve the problems. Therefore, in this study, we seek to identify
and provide management codes that consider all internal and external aspects of
cyber security.

In this research, using NIST cybersecurity framework and existing localized
framework for Identify management codes of Comprehensive framework for
data center cybersecurity by systematic literature review (SLR), 1831
documents was extracted by searching the Science direct, Scopus and ISC
articles. After necessary examinations, 63 of them were identified as related
documents. They were analyzed and coded using the Meta- synthesis method.
Finally, the extracted features were classified into 5 main category and 23 sub
categories and 108 codes, which were related to data center cyber security, i.e.
Identification, protection, detection, response and retrieval.

Introduction

In recent years, the volume of data has increased to such an extent that the 21st
century is known as the data century (Calzada & Almirall, 2020). However, this
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increase in the volume of data and the need to ensure the security of the
production and maintenance center and data services have been raised as an
emerging issue in the management of information systems. Utilization of the
data center, which is considered as the most important vital infrastructure of the
organization, and huge investment has been made and the existential
importance of these centers in providing the information and services needed by
the society, causes an increase in cyber threats against them and increases the
motivation of the threat actors to endanger the security of these centers.
(Kazemi et al., 2022). The researcher's main approach is to identify and present
data center cyber security management codes with an integrated and intelligent
approach.

Problem Statement

Identify management codes of Comprehensive framework for data center
cybersecurity Based on the NIST model with an integrated and intelligent
approach.

The review of internal research in the field of cyber security also shows that no
research has been conducted that has examined the security of the
organizational data center separately. Adopting this point of view, which
includes all the dimensions and components, and the codes affecting the cyber
security of the data center, can be a useful approach in this regard.

Materials and Methods

The current research method is qualitative and Meta- synthesis method. In this
research, in order to review data center cyber security literature, Sandelowski
and Barroso's seven-step model has been used (Sandelowski & Barroso, 2006).
Research Findings

By systematically reviewing data center cyber security literature and coding
and analyzing them, the main categories and components of this framework
were identified. In total, the results of coding the sources led to the
identification of the components of the framework and its dimensions. Based on
the investigations, a total of 108 management codes were classified in the form
of 23 components and extracted as components of the intelligent and integrated
cyber security framework of the data center, which were identified in the 5 main
categories of identification, protection, discovery, response and recovery.
Conclusion

In this research, using NIST cybersecurity framework and existing localized
framework for Identify management codes of Comprehensive framework for
data center cybersecurity by systematic literature review (SLR), 1831
documents was extracted by searching the Science direct, Scopus and ISC
articles. After necessary examinations, 63 of them were identified as related
documents. They were analyzed and coded using the Meta- synthesis method.
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Finally, the extracted features were classified into 5 main category and 23 sub
categories and 108 codes, which were related to data center cyber security, i.e.
Identification, protection, detection, response and retrieval.

The innovation of the current research is from the aspect of studying the
framework of cyber security with the approach of integrated and intelligent
management of data centers, and therefore the development of a framework that
can help organizations in facing cyber threats of data centers active in
information and communication infrastructures is one of the goals of this
research.

Integrity and intelligence in paying attention to each of the components of the
above dimensions, which are connected and integrated like the links of a chain,
and the continuous and rotating monitoring of that is the necessary intelligence
to learn from the previous actions of oneself and others and to prevent the
repetition of threats to the cyber security of the organization's data centers.
Keywords: Cyber Security, Comprehensive Framework, Data Center, NIST
Model, Integrated and Intelligent Approach.

Article Type: Research Article

Cite this article: Kazemi, A., Moeini, A., Rouhani, S., Yaghoubi, N.M., & Yazdani, H.R. (2022).
Identify Management Codes of Comprehensive Framework for Data Center Cybersecurity
Based on the NIST Model with an Integrated and Intelligent Approach. Public Management

Researches, 15 (57), 113-142. (In Persian)
BY NC

DOI:10.22111/JMR.2022.42211.5774
Received: 22 Apr. 2022 Revised: 29 May. 2022  Accepted: 25 Jun. 2022
© The Author(s). Publisher: University of Sistan and Baluchestan




X% 0908 S e S d gy 3

> - - A4
d'/'.://./’“f' Sl s
e YIVI-YAA: 1 K9 S0TLLS  YOFA-FEIA 2 ol LIS A

2031035 30 5 plwiuio! 20> )l (N P bl
Wi g § 42 LS9 05K 95 b NIST 5953 il

9193310 oo~ (o3 girs e 59 " > g st —"¥ Ghate o ' aBIS o1

olsaly bz gly o Hlings olRails ol Ol guae o)l oKl Sledbol (6,5ld Cy oo (5,558 (seoeidls N

Ooly!
Ol il ol oRiisls (b EASls ( cwdige pale 0aSKitdls ole Sla gac biwl ¢ Jgime oo g Y
moeini@ut.ac.ir

Ol e el SRS S ppte saSiils ale Sl g o Lotils ¥
Ol ey el s o b oE1S (6 lale 5 Cayoie bl saStils sole Sl gae woliul
Ol 05 el SEES Sl EASEls (5l 5 S e 00Siils sale Sl g skl O

001835 yo ilous 1 ooliiml 4y glosg azgi «ailyglgs lous a1yl g asuT ¥ e jokite 4 B ylojlw 3 (5 slommns
0jg> 38 WS oo Ll 095 sraibole s paly g oo sl (ng IRl g Bloas dagSiw I (Sl
4,5 i o clgar plod el 5 Jiluo Jo (e 9 sl Glpagd He o bod (g1 001835 50 (6 Ll
9 F930 gz olod G )0 45 i (0 ypesloaS Wyl g lulid Jldoy Gigdy ol 50 Lo oyl g
5 NISTmle cudal (IS Cozylr 5l 659 b Gidghy ol 50 09 by I 53 g pmlucainl (Jgym
ol cole s 5l cblis g Cool ol oS golr (el @ o 9290 ol 0313 b 92>
b Mo 31 S0l g SleMbl 1yl b p3Y Goobeh dz LSy 8 pbl y ST cpoud b py 9905 pladl 031335 o
KRS Syl g (Lebd jeliias Giagh cnl 5o 00,50lml (2Ll g fwly Wl Sentp e Ldlojlu 5o
9 oSl g il gl g oGl 53 gamitusr B 5b 5l asepllis H90 (g b 0318 3 2o (5 lwcwinl pelr gzl
b o sll olgieds BT 3 0590 FY p3Y 6l oy 3l s 45 o gl il s VAYY slaw L51s Yo
shol dgio B o3 50 o gl Fuinl GlauS g Wud GHIASUS g (w2 oS H15E Gy, 3 eoliiwl b g (2 lulid
S 001335 10 (5 pmlucaiol & bayjo 4 W3 )5 )15 (e S VoA g adlge VY UNIST (o501 51 aid 5 )

391 b3l g o295l (LS ediblro g Ll

onghg 42 5leSe0 595 NIST (59l 001535 s zolr 925l (6 pas lvicuiol 1 GlS SO0 319

ol bl aa] ST (5555 Al 5l e allio

Sopdesas Sluls ((VF)) Lo jaes ((Shog themme s (agimtaumn «( Slog) f e o ginme taem] (e bLS ro ol
(29oE Co ko (slo agls c disiign g az ) LSo 0,505, b NIST (6631 Lull 5 001858 10 (5 pluiial pologr )l
SNIYSVEY (O

VE N FF iy F b VEN YA i gl g g )b VEV/YF iedl o g,
) O DOI:10.22111/IMR.2022.42211.5774 g ol allis g4

ny HC

SBarnsy © Glye 5> Ozl 5 Gl ol&Kisls 1 b



VWY e 32031835 po (6 LurCial Zal> 92 )l (s p ko gBUS (o Ll

doddo
odls 5,8 ylge 4y VY ()8 aF col (gam 0 Waosls o il 8l L3 sl Jlo b o
g Loools o> yiol3dl cpl Jl>cpl b (Calzada & Almirall, 2020) el oo asslis
2 a5tbs E-d9e S plgie 4y eals Dlead 5 ()l 9 35T 55 e ol el )
el 0030 )5 7 rkae Sledlbl sbaailoln Cu oo
Ngd (o Do Glosle (Gl S beny (o ete Sloie 4 a5 001835 e il (650 e
Sloa s g Sledbl &l o 3810 ol (60929 Caadl 5 00l plonl CaSin (6,105 Lo yus g
SBasSaags 051551 G938 9 Ll ade p (gl Slosags ioldl cel s LS 5,90
(Kazemi et al., 2022) ¢l ouls 8110 ol Cusol Il Jlas 4 Cop>
g OB Sy Azl 050 9 0l s Cuwlus L bl 5 35 a3 (g opl jo
o ol il o o 03l o (pim plosls S (L3l 5 MBI (i3 (ot
5 (Aaed £9-35 Ly ,0) 4z S Ca e (s £585 51 1) welign by jslaie
L agzlye 50 b ogd oo a8l,] (30005 €585 5l ma) (sl (el slosuags BT L ablis
s olml a0 5 Ll b 0,55 0 50 (s peSmmonal 0,08 5,1 5 59,0 )BT (el dasgays
(_g).a..:Lmu...m‘ CJa....: ;LE.';)l g0 WLQH )0 g ooy )49.47 LQJLc)L.: oals ;‘)A 4w.~o‘ )‘)M‘
(Kazemi et al., 2022) 55,5 45 o
&yl Slanags a8 el Gl sl o0lo3 S 1o 1 35 ad (i gh () Dgd dlads
PN S i s Ol a5 WS el adas | Ll Sledll slaaylo s
Srmbocaisl slp diedon g 4z LS50 0,09, b (o paegslass ail) g plulid JLis 4
] oolo)'fj.a
Slise B 0l oo lid Bime (S 9 s bl Of el Sl 56T
po 5 &SI s3> Ojgmar ol 031855 1o (g rmlucaisl 039> ;0 R S -
031035 1o (5 yulwiaial sl )| jolaie 4 039> (pl Slool g iils arwgs g clils



VP o 5 ol 0 ko obd 3l Jlo (ropal Cu poto slo gy WA

Srmbwcoial 4 LS 5 wiedsn 65Xl oz ylr 40 Serge SloaS g pealas Ll -

Ll b Jleb agzlge jslaie &y 00135 o
Sl D9yt oo 505, b 5 B plowl pae 51 L2 BT (il s 50 b (izeen
1l b3 b 4 s ol
&y alS g 001355 sa (6 mloorial ozl (51BaS g pealie lulid o cies -
o592 (nl p3 Shlus (mlidl g (6 S peeas
il 3 )58 5l glaaS 8IS Llolis 5 61,5 e oS0 3B6T0 cinss -
031535 yo
Lo sla oo )3 0315 35 pe Sl (el S 3V Jellygiws &I 3 el -
3,509, b odlsS e (s mluaial (b paelaas 1l 5 olobid (Bime Lol 3 )Ss,
laadlge (Buion plnl )3 (sale Gy, 5l Sopm b &5 Conl (KD 4 wiedign g 4z LSS
Ban ol ol les @) ale sloatsly bl 5 1, 001855 po (6 purluncionial sbol slaas
Hlas )l Gaiod (nl )3 (28 Slaal y Lol
shol Bus
ool 1 031355 1o (6 pmlwiial galr sz lz (S paecslans @l g ololis”
b g 4z 108,505, L NIST (5550
o5 Slaal
00l 55 1o (6 pmales el o pincglaaS il 5 olulis -
031035 yo (6 paludaial )3 4z LSy g dielon 0509, 4 x>y -
188 sl oS Vlges 4y 3odod plowl b a8 (oo (orw 3o
16 01alaS 63135 1a o a8l Lo (6 mloionisl galr gz lz sloas "
Cnz 001855 1o 6 yosliociunial (gladilya 5 olasl sl -
Fwl plas 00ls 38 1o (6 pmlwiaasl oS ganaiws -
45 g oS B ams e L 1 rmlecaiel 839> 0 (B o iaghy (o)
il sl o ploil bl o0l )5 ooy S yg0 WSS 53 |, el 0l o Carie

!, National Institute of Standrds and Technology



AR e 2 031035 30 6y Ll 2ol 092 )l (G pdegloAS (o Lol

soleile Gle SIS Laly) 0529 5 6 mlocaial 59> slo Ty a5 el Jb> 0
8 38 Jlod g anj2x 5 gy 0 9590 Curto (pl WS o0 Clml itaio (pl o b
10 N8 b sloaS 5 s adlse 5 slal &S 005 15 )0 45 ALK 532 olFays B! 65,05
Sk pogas (nl )d dedgw (68,503, Wlgi e Bl 00133 1o (6 bl

A i it el 4l platsl 6, 5 Sl (o Jsl B caaldl o
loads ailyl gunpez g o aidly Julo g 4y Coled 4o 5 (bl by,

R Ml 9 551 o2,

5 izl (K28 (g)bu olaidl OMls 5 el 5l glodas yidu o9l
Ogd oo plml ol glad jo ools SYols b pshw aldS ;o do,giS Sl
&5.....0 Slevs 9 Lmu,...;g).m l.: ujio-bl-) GLQULA)LM: L el 00)31 Sg>g9 Lg).a..w) ‘oé‘é)'s).n
el glad ol Gleas (ileel Jlo e 10 g o Ay gl faie [S00SS A
5 oNigduayd adyeal ogill Jloins po 5 LIS Jelse 51 (S a ]y el s ol
RSV IR YO PRVE VO e I K

QT SLIL as el JB gl 5l jalaie b ] jo 1o mlwiawl golo g )l
5 SR S Meder g 4 LS Copde (I8 sl gandly g Sl ol
@I L 0olo3S o (5o ciial laasags BT Copoe g ablie wdabloe o5 pKiny
031035 1o 4y (g mble dul OMex 1 AU Ol blre oS tadedbgngan LG ;50 9,
30 Gyl OMoz 4y cwlin g @y (S Tg g wiedigr (gilwanlyd b aepllas & ja0 4
oY IS b sy e o sloeil aile 43U, 5 et 5Ll S, B
Siluniedisn 5 iluaz LSy onl jll pdar 09 oo 438,57 Slai yo (Al oKL 5 (ot
oolo]'.f,o LE)-?-.’.LM’ 039> 4o J)LJ-‘ 9 o La ALLM S 69§ 9 L‘,.,o‘ )U}Lu ol;ul

PPNV AP



VP o 5 ol 0 ko obd 3l Jlo (ropal Cu poto slo gy \Y.

Ol b 5l alacasezge sl b zobe ;0 b Sl igmle codal
ko 9 yemeledbl sl ylojle wols ST bls )| sleasis ( Sledbl slalle
2l se gyl

aile abgre (obl> g slabl) Sl b Se Bpae oolo)s e (VWWAF) wlbls)|
A< gor0 |) 00‘0}5]4 4\01).:‘)5),“: ;,S]w ol u.:).u ASL’L")‘ 9 6)Lwoﬁ_>o u‘)...e‘.?v.:
Wwhl Gl Sog sl Slias 5 el [ bl slcsla ) dassmocwas
00,5 By (Gl ST ol ) e pnl) aSias cov wleas 5l Slaiy 5 6l
o slaoaiiS el 8 cogar (2Ll 5 5l (Slele gleil a4 STl cl
g oo ol (e g (Slajlol B g (S5l eols 5515

S8y boodlS e gmlucaiel (fupseglaas @l g olubid agh nlple
“Soe g Gl Rle s sleadlie jo pY el GlaasT wl)l Jlis wieligr 5 4z LSS
5 6 rmbocaial el 0l d S0 b ooolssS e liel 5 cinlls oy jsele <558l
ROV P5{ IRCH PRESPRA R\ AP

2 s rubucanl gogz )l (S
o235 (e Hide g mle ol o glere 5 b Cozlr 3 le ans o
Comalzr 5 Ll Jlo Bl 4 il sleaSg (V) Jgoz 50 Wil (Byme (et o5 o
Sylge awgs Lyl Sligeen g o cian 05 o308 4 azg b1 Cowl 0030,5 dauslis
NIST sz lr o Wil glag lons (Byme ol o lacszlz ,o oad ko

] 00 4.._‘>‘$).>

" www.serveriran.net



'Y e 33 031035 30 (6 s bwiaiol gl g2yl (S o0 AT (o lwleis

Sy bw Sl sl (5 loxe g b gyl (%0 ) 0 leds oo

Slouded

g

o

——ts
st Jw

U\ PETPIVY PRUL IS DY) PUPRW. PTIVTSRLICISpr-R PP PP ) KPR
SABSA

s

el (g lano g (ol adlie ol g lane o o3 el g jlan  ilate il a
o
oL o
ul_'._,g e )L):; _n...f ‘_gi‘“_():;m J.AL‘., ‘:~::-°I \_gJLu.,: )'l 0jg2 Mo 23
: b O-ESA
el Sllaes cocdl (63800250 g lavn ol clpl iSim ol J} »

Al gpnbo Slaagd 22l e 4|y el ele 28 5 LaoSU 51 clasgamms

AR 0

bhgzs
yaay

(83,5 Ay codly (IS5 oS o2 Slas 2z 10 (g lens glidao (glly (g lano ol
FEAF

s

Sl Coal g Sl sy
ek 2

1144

') \_g)jl.‘.i‘g i—‘;‘\ﬁJlS M\.'y‘.y cala ¢)Ue S Lg)m cja> )L‘J- Angl \_;,_?)l? \_';i,l

2

TOGAF

oy
"

e alll »
Lo acie 0ke (s 3l ool oas LSl o (Lol v 30 5l oza o ol
Ot (Lala) 3 s et (2 3 235 42F 5 e T8 aisSs Tz a) _% B
abeslo a8 5 IClay cdisls qrl b ceadlo b Ko o3y anli ) leieod olFass E Zachman

RN ) YN PP K S e PR SR N EN IS VR N P P |

0o (Sosd g be o S SL glaasY Lol ol glad clasY Lo Jue
1 Clark

oo 52 Cotel Eodgn p iy gyl ola S8 Wi i b Joa il | T |
Sl st 0SB -
Sleas emabpy Jals ozl g el olad pgo oloasy poyd e Js o0l 3o e 35e Je
35 e Sl Y s 4yl ola8 conal day o S5 )l g5 e %‘ > wilona slad
cod ahS a1, 0 claay 45 oS 0nt -
et Gk Ll TS e ol st ) pamte sz le
sapessapsvey s F | £ .
Juis s sl Slas 4 el 5 RS Ll ol il 4 gl
el St \.v-'-i‘ e3a2 58 oo luile ol 0g.a8 a8, é‘? = e




VP o 5 ol 0 ko obd 3l Jlo (ropal Cu poto slo gy \YY

NIST (e locainl w92,
PV L e Q] arwgi bg ;55 6Nl 5l aledl b oS (5 pulucainl ol SO
Lol ool sl (V) Ko

o ) B cdadlxe
f\
NIST
FRAMEWORK s
I )
Wil
GO gwly

NIST S bwiaswl Cazyla ) o)l S

e Lasgi &S Cosl pogas iy sliS L gl e eallgiws SIS (glasgeze
5 aiS (glulid o b sl oads angs oamie VLI (NIST) (5,5l8 5 o lasbsl o

il ansls gt (Sobel (g bl O 4 o555l
ool el 055 5o o lailinl 3gmeS &8, Jlos 4 NIST s pulucaisl wgx )l

Lol ln ) o8l 5 5y0k8 5l ilidee slooged baplojl yol> > o ool
Foduzmy g oo inS (g mle DM 0T o K 3l 2l g cols B,Le e S
Sply SO Hladd b alivce (pl Cawl 0uls Flrw Hlaws 5 e (0l b o) lee 5 00l
o ol jgiws dacuslow I alidee sladcgasme 5 ol ol o laylojls po jo 4 LSS

Ol g wS e sl ]y (6,500 Ui (bl )5 ooliiul 550 slagsy5ld 5 Leogeds
s SHaz 3450 50 Sledbl (638 ST il 4 ol o lojle 45|
Olojlw 031335 50 (6 p bwasiol a2 ) LSG g daliod o2l

50 00 plsl slo pwy o gl bl o NIST (6 pslucacal ozl a5 slcwl b
A oud 00ls das 001035 1o (6 pulicainl 42 LSS 5 dielign gl slaalgie ol

(VS2) wiad plolid 5 JSs adbse potns Ol g b b oozl SO



\YY e 32 031035 p0 (5 oy Lol Rl gzl (i o gBOS oy Luolis

BLL B oo gul B jackas B clbbxe B gLl

(Kazemi et al., 2022) lo;Lo 051535 po (5 y bocasol 42 LSS 5 donuigd g2z )l ¥ oyloud JSi

b cozrolr SO QB o lojle 00lo3S e (g ymbuaiel 398 0al atin Cgz)lr )
aS >0 o aals> pl o el 0ays 5 &Ll pldl as > SO ISy bigy g petiane O] )3
e (sl 48l 51 85 S 458, ISE a8 o 0L agie olyin o 51 L
ozl olul 05l o 0aus (V) UK jo 4S5 jshailes .l ool s (b3 juiee molio 5
Syge kol dgie B ) ptae wlie (o p b o3dS 1o (g mluorial winlign 5 4z LS,
5 @osswl wans  wdablre (ololls jlasle a5 s S I3 olells

(Kazemi et al., 2022) L ;L

sla =l Glaie 4 bosls a5 Sloj 5l g 4Ll ans O (b o ools cool pgpie
la)9-25" 5 Laglojluw mhaw )3 (sum &)j90 4y g 4Ly drwgs ind grhae (9] (sl
.(Alhassan, Sammon, & Daly, 2019) ¢l 43,5 1,8 a>45 550



VP o 5 ol 0 ko obd 3l Jlo (ropal Cu poto slo gy \Y¥

o ools Lay sz lz Gl & e ool Shhe Coidl 3o 5 3] (slaiagy
Olosl 031035 50 (28,5 Sl )5 b aS 000 )5 031038 e (6 pmluciel wialign 5 az LS,
Sap O 5 adlse YW B o sy 3l s Olesle Slen; Sk Gl @
(Kazemi et al., 2022) sloays )5 &l Sb3k 5 (0655wl ccais wdadle o olulis

o b g aloyy 03038 e (gl Slagags il 4 ik | (29,5 iz
001835 1o (5 ymle Slayags [Eslo &l 4 Cans (quy 1 5l g 9 (Slojl 00103 s gl
(5,08 51 asals daoely g BT g aels 0355l ciamle celie (g ,5ld o & LIB o
.(Aghaee et al., 2018) sl o505 pladl adlge Y7 § 5 pdsaml 5 3ax5 05

2153 50 sl il 5350 o (b Jsol 4 055 Gk e 5l liins
5 DAL | il (S5 il s s 48 031538 50 (sl (el 550 Sy 5 w50
Slosges &S]l Gilisee zolan ;5 Coel Sgepr Stz 2o, Sal, 5 Byme Slons ol
.(Hossien Zadeh et al., 2016)

238 V0 I a Cod VN apgily 5o g5 aldle (5155 50 Lal annse
g o3ls Slhe 059> ;o 1S5, Cluags ool cwl azls, g mloglas o IS5,
Wlg oo dielign g az,Se 4 ablie Cux Sl )50 Cozlr 5o Slasged pusiodl
(ENISA, 2019) 53,5 5510 ol Cenial pols g0

eyt S YVF L e ladlie Gl b T S lsly) e ik
S50 o mhaw Cojezme b g pl 0olsiS e slacS b sl Slaags gileand
(Al Habashi et al., 2016) el 03505 aladl alas 5505 5 ko

She g 55 el Slogags o 9 lse LSy ple dege YN0 Jl U355
5 o sbalple s 4 bae 358 Slaags sy B0 lwl gpl slajlisle g sl
sye 2l YN Jls (3155 elulyy (SANZ, 2015) el (63,5 cloasli ;i
YV Gler) il oo 00l 35110 e lagagd 51 5 (o8 Olasags

!, Identify, Protect, Detect, Respond, Recovery
2. NIST, National Institute of Standards and technology



\Yo e 2 031035 30 6y Ll 2ol 092 )l (G pdegloAS (o Lol

slaadly 5 Sledlbl oS 513 0 ol oS 513 5l o9 5 (&S pol> g )
(YJS.MJ)..\JBMLSA e AJL..M.A 9 .’a...';).o 69..93.@ l.: asdS Oladlas )‘ 03 C‘)M‘

led! vt U (S g O il g g

Brd &

B o 5 g Sl g 0
sl

b adl &1,
oS F18 gy Ll gy 1Y oy leds S

can 5o 3 5100l e (6 rmlwaiel Slusl cwyp jshate 4 Lol yiaghy 4o
.(Sandelowski & Barroso, 2006) <l sais soliw! syl g ' Swgdailu slal> o
o295 Ll puliid 1 gl o1
g badlie wlul» sl ke 2agh Jlgw fol> gk )0 Cwl Sz 42 iz
Lz 0olo3S 1o ol cEle 55 5l cblas g coinl (el slaaS
G (Sl wopllis 590 :p90 o5 .Y

E5—090 an Lol o g puime Sliwl Flool atepllss jg,0 (g, 5l eolatwl b pgo o5 o
5 ol gl 05 sle oLk )0 e j Sl Ragi jo el olulid tegh
Cyber Security ) cscie sbvojlsands 5l ooliiwl b ol plosl Al Ylie 5 (wgS]

Data framework, Integrated and Intelligent Management, Cyber Security,
OYlae aJgl oy )0 45 (00lsjS e s pmloceol s Center, Threats Classification

1. Sandelowski
2. Barroso
3. Systematic Literature Review



VP i g oloxiy 0 ko o pily Jlw o rogal Cor proto slo s \Y$

e & g g G Aeldl ool plol 55 e (la olGL S VN VYN Gles o3l
@lolid glie an a5 (Yo (o) ) sl @ g5 5 (o (plulid Ve wlis (o))
.(Abraham et al., 2019)u_s ploul L3 al> o ol SYlas 5,50 ;0 (Wols gl )l onls

gy o ol Jgl dlo o 0 a5 (6 puine EYlie 45 00,5 cly o5 4y pladl oy

gl ALSL (w3550 glie Cow i 4 (390 V)
b yo Yo (o) 32 9 g2t tpgu 5 Y

b e gl s OV i Sl Jol> sliwl JUje g (o 2 polaieds o5l 5o
woitie Slalllas degors (ojl 9 (hegh Jge b (8,0 SVle sl (o) 4 o]
2 oo 9 PRl ;500 350 g Badiod £gdge b bl pelulp g al>pe (paiz o
sy (F) US55 wig,y cnl ol oz oS 5108 lo g gy w13 5l ¥l 5 alie

Cawlodds

Jagali s ad® s, adza Slier

1 oo
N= 177y

esgmon Julis ot 8, adieshiat
N=#

o qalio Tl ol wig) :F o Lol JSCio
el ge wlbesl slasslgadds 5 Gloie lal cgzitas 5| ol sliwl JUyé jelaze 4
5 iy Baa b bt e é g yine pud sbial Sules 10 5 oy O LSl rizmen

A B> Lﬁb.w)).) aolo!



\AA e 32031835 po (6 LurCial Zal> 92 )l (s p ko gBUS (o Ll

SYlae J_.a‘ U— 9 o..\_.S} asJlas l_> ol ).»gj.dd QS’L’))‘ LS‘)’ P9 4.19-),4 Be)
Sy u,«...bs)_’ 6L®J‘9_u 9 Sloal l_: LQL)" g_,\.n.:Ua.n U‘)‘“‘" )"d"'% SHge A ‘o..bLo.a._QL’
Didgr g Eadge b lad e g piae lagy] den a5 waile (8L i slo Llos sl

oS 13 ol coled )3 imgh Eadge b bas e oS g aualie gl Sl lp
Jolss Tome glgmizmo (9,0 (sloadl 4y Sliws Cya i OYe dlngn Heba
(o n @l Sletme ald ol jo wanh g5 )b (ain el 5 adyl slaasllas
A8 S lealgie 5 audlie 5 bl Lag o oS
Yo wledb| Cbm‘ :,n)Le‘.g Plf ¥

)‘ oola_wl l.) 9 KR W) wr MM sl ‘nlf u.:‘ o )Ja.I 0)3.4 sl ‘S:Lwl...w )‘ =
(B9l dn (2555l 9 Giagi Bas b, s lal> e aw (515U 2,
@ azgi b ool zlyginl oS 5o aslol jo .a50u0 5 sl sbul e 5l alogy o slaaS
Tl 5 Wad Gaaind 5 oS 5 oo b cad o pealie lysinl gl bl cunle ales
el 0033,5 (gois alws o dgie LJB o
S LAl S 5 g ki g 4 5 ey o5 .0

Lo, s gleaS (s sbwl qwypm by Jiegh Gas g az g b al> e ol (o
S A SO b 0 alin coale )l slbaS eew ainss F zl sl g olulis
S8 adgae SO Jod 0 aline eedlie 0 dslol o g aisle LSS | punlas g aid S
CUE-SC g JUI S PP L

Ol 5 By g Crmloas ploul sepllss IS 4 laools (s yglans aig, aSulay i
CxaS Las cge wlaleply el (o Lol 50 ezl B o sl oS 5 as
SO Ll o i sl pols gyl o solaiwl LIS ez li l casllae
)‘ &)UA O9N 9 o9 KV A>g5 L> LI w‘?)é &9 )‘9 A eals )‘)5 ua.w
Gloas aslio gl aslsl jo .aiS 6 NSNS Sidgh Lwgs mealic 5 oS plesl ogm



VP o 5 ol 0 ko obd 3l Jlo (ropal Cu poto slo gy VYA

LS o -5 SPSS 5810 15 5l soliiul Ly jaasie ;a5 5 g Gisee Lawes oy Las|

& loline o ol 5 ogdle 4 (Landis & Koch, 1977) cul oowbin Lo 38le3 ,Silo

el B s (59, 2 48,5 D j90 Lo, l5S e bLS,T ke 56 0,0 0 ) S
S P18 o9y 2Ll Y oyled Jouer

v )w

Egooxo abs S

¥ A=Y B=. aly L
Y C=) D=\ s | B==
N=o ¥ \ oo | S8

0l ol lie uLaB‘y = [(A+D)/N= /A

0387 (T 5 ) LIS (a3 Copmadg= :F o,los Jgor

Ua:l.w Goue )l..\.ﬁ.o ua:Lm Goue )'u\.&o @3‘9.‘ Caurdg e&'y Caurdg

AR ol S S| o Lurd
<[--f\/7e of+=Y\/f- el busgin
=AY o-$VIA S e

ol wlidlgs = [(A+B)/N]* [(A+C)/IN]* [(C+D)/N]* [(B+D)/N]= +/+¥ A¥

K=(ous oomlive ladlys — il Sladlgs) (V- il ladlgs) = «/VY
3)lge (F) gz 10 oauie Lol & ol ool p K sae ool olime lel o s
ol o 00035 1o (g pulwcal S pasglans Il g olulis LB o ax S
ol e BJSE) aiaigh 5 421 3525, b NIST 5550

o3 sl
U’“j) l_’ LQUT J_..l?u 9 G)LA_?AS 9 OO‘O}SJA &).A.)LM}LA—&.».A‘ s_:l_..u)‘ A_».AraUa.s 3990 La
LS famme ;0 ol oluld ez la ol Jol slaadss g lnalgae oS 51,8



Y4 e 32001035 50 (5 lwiasnl 2o 0ol (S o gbas oLl

bl 0005 Gl olal g wex )l sleaise sluwlis 4 ,oe e (5,l3508

A g o aiwd ades YV LB jo 0 p0edS) 2 A fgammo 10 48,5 g0 gl o)y
4SS Lol gl el sl S se S ymlwcaial 4> LSS g dedigr g )l slradlge lgie

PN I B S-SR I (PP PPN SR PP R X g - ES WS-l P V7% S RS
s oo ol 1) malrosr ol ol (S sl (B) St as S

4550 9 Waliah 3,559, b 031035 0 (5 p ol golrogz sz 8 o)lets S

3 mide £ USCs o i a5Vt A ezl aS ol olulis ddlge Y pien
ol 4 ol Sledlbl cz) Jrall 4 o pdeslass Slodlbl ads’ Lol ¥ Jgar
05 e e ;145 850 Gyl ol sai gl s g wSl ed] ey (094 axxl e asls

“_Lm.’) Co i o/.,.al) u_i.w.:) @b))‘ ‘LS"JAS} ‘)153 WS ,]aw “s,bb Co e )‘

(8,105 o ools ol ‘Gmlf—l 9 Sygel cam yowd S e ali 0 oy Sasy So e



VP o 5 ol 0 ko obd 3l Jlo (ropal Cu poto slo gy \Y.

s dmolig, 5 Lo (6 Lomial oMbl blis slaays, o anl o iblis (g gls
L} ULBL.’)‘ s@si?_mb 6H) d_AlJ).: ‘Fw 6L¢b A\ 4])3 T A‘ IA" o
(sl (Foalon)laand b olbls )« 2Ll sloval b see (bl ) 4l

0010 35 yo (g ymlw sl gl Cg2 > F Jgus
&o b us badigo

loalgie

CIS CSC 1 ; e -
Satadio ol olSes de

COBIT 5 BAI09.01, BAI09.02 09 SR s =

ISA 62443-2-1:2009 4.2.3.4 Slajls odls 5550 <hl

ISA 62443-3-3:2013 SR 7.8
ISO/IEC 27001:2013 A.8.1.1, A8.1.2
NIST SP 800-53 Rev. 4 CM-8, PM-5

CIS CSC2 by g jl5—dlp 5 sl np iy
COBIT 5 BAI09.01, BAI09.02, BAI09.05
ISA 62443-2-1:2009 4.2.3 4 Sbejlo 0313 35 10 1193 (538

ISA 62443-3-3:2013 SR 7.8

ISO/IEC 27001:2013 A.8.1.1, A.8.1.2, A.12.5.1
NIST SP 800-53 Rev. 4 CM-8, PM-5

CIsCsc 12 o3l sla b > 5 (slejlo bl
COBIT 5 DSS05.02

ISA 62443-2-1:2009 4.2.3 .4

ISO/IEC 27001:2013 A.13.2.1, A.13.2.2

NIST SP 800-53 Rev. 4 AC-4, CA-3, CA-9,PL-8

SREE L5 ol eMol sla Lo
COBIT 5 AP002.02, APO10.04, DSS01.02 S D
~O/IEC 27001:2013 A.11.2.6 o3y S he b lasje

“™R00-53 Rev. 4 AC-20. SA-©

031335 po 5y Lol ol 925l Jguar 1 (A oF o)lels S

adlye 5l oS yp 4 azgi e g0 0 45 9 e 5SS LS
‘) f’)y L_SJ‘)U u5.‘>)L‘> Siloads (oot 3 A g (ol 0 ) uS.l 6Lmub asle a5 053 -)Lu‘
RUDWI W PESINIT S| W T BLSVEUN B b= SRR VY PGV N IO PRIV N B
O 857 Gl 5 et pliml 0035 az gl 9 szl Lk wnld 4 ST rien
IS5l S 5 010 9 095 (B SLeladl 5l (8.5 )3 S 1) oY saiedsn
leige @l 8 1) lejlo ools 810 sl p3Y (5 rmle ol Slayags
oyl Slansags oS m s g uSoly 5ol Slogas b gotadsn alivs
0318 55 1o ol dngi (slym g, i Slagags il oKL g idu aBT o i
= O g Senlond as 55l s plejle (Sledbl g (bl )| colo ) (n et Olgins
A sl 0, Slee lhls (o maw jo glojle ooy ST 10 a4 Conl 55 1ele £a050 ()]
Olse Logas ol 5o bl S Ladl (g )lanly @ g9:050 cnl g 00 4z LSy JS



Y e 32 031035 p0 (5 oy Lol Rl gzl (i o gBOS oy Luolis

azgi Syee Lo cbup)ess ol o 1) s mle 6500 Gb g (S5l ezmen 2l
Al doles &l )l abbgs e iy oldolgiinn 050 (pl jo a5 ols I,3

R e slaS (s age | (B 0590 50 Y Slidgl pate Ojgo 4y dslol )
ol 00U 45‘)‘ oolo)’S).o 6,»4[...4%‘ <\.‘>)LSJ 9 W}Q “-)9")[9' 6[.&4.0.]5.4 L) ‘Io}.tfo

ol Algio 32y aoslaas )
5 000055 o IS Llits dsie 5o o aanlie ¥ IS 10 45 (g skl on
T PR 43‘)‘ 9 ‘S:‘LM:L.MJ
s

O il 350 (8 (S5 Sl b ol
O ool osls 35,0 )8 G318 sloasliz 5 5307 slopsicly

. ® s b gz s sl alilsy
b S ’ O s 3550k e 2l Sl slasgym s e
O plie Lo ol do ooy do s ol ) (55

@ oals 3550 e 2t gl i s s 15

ol ey 53 gl ooy 355 238 (ot gL
o s G sl 25l 0 bl @
T AR R W ool
S o ) gl S o Slas s L Ll sl @ :

5 o s ) Ao S ) A gl sy et 2L @
(il ol s b o5

© ol i gyl ot 2 ko iy bl
Lo prite g Ty

O (5 conad o> 45 ) ok Sotd 2350 0 (Gl 5 (GBS S

O e Frel gl b ol 5 sl s Sl

03855 0 glo (o0 8o 53 ! ibiie y Lkt @

el i g b a1 5l Shagags A 538 12y @
2 s (L5 shasag gilo aztay gLt @
Cad oa e agilly 55 oL A3l @ Ky gyl
ol 5 b 5y ol o S (s @

Sy sl g o gl s ks @

) 0 il i fai Sy e AT S s
Sy s 35l 4 0 il S Jad 8 i
O ol glo 2l o o FBL by 42 el Joog? Sy Jao (et

: )
s s o O gls o 018 s s 5 5 sl el

Sl o 0l S sl sl esind b o
G 02 Sy e sl Sy Gy okl ’ Oels 02y Sy Sa e

A5 i lad 3 9 sl gyl o iy sl Ghog
o ol b oot S bl s Smme ] it b 05 0 i) o
sy ol S0 it s 88 [l sl ek il s s i

031035 30 (6 3 bw ol 4z LS g Sligh ol g sl (o lwliclh a3 e glaus Y ol S



VP o 5 ol 0 ko obd 3l Jlo (ropal Cu poto slo gy \YY

cdadlxo g Sy oo gldas .Y
slodaalge g 00035 0 sla lls 5l cladlos dlgio cnnliv A JSS ;o a5 (5 shiles
03 43‘)‘ 9 ‘S,LMJLA.M U—| 4 .bﬁ.:)..c 6&459 Sl 6)L:M u.uo.b‘ 6‘)0 L)—‘ “5._9 9 (g P

]

© culs 350 sla slaaczld s S dn ol sy o Al 5 s Cagh gpme s Catpiie
® . i

odls 5550 (8 LS b
Sl a3 it s FE) 0 e (U s i s a2

bl (oo asy) 5 anil3
Sl 51
3 40l Al sl szl 5) g palad 5 ol 4y 25T5(
gy el
Dt R oS 5 5358 gyl G ke 5o i 5% 3 G
PR
S ® s =Sy 5 b oals 555m (slo (S sl 5 (5SS

® o5 sle 3 g 53 Sl (i Sl Slz

<o ol Sl 14 Al e 59505 s 5 8,5t S

‘ Bl (5,13
5691 S 5 Bl ST 4 5 1) s Sha b o B e e 2! @

o 550 5ln 45 y | s @
i

031535 5o (5 3 bwiziol a2y LSS 9 o g gl g )l cdidlxe vz (S 3 o0 GBS 1A ol S

LS gio i ykoslous Y
5 000035 1o slasla g, A iS dlsto 09 o odalino A JSi )0 4S5 5 kil en



AN e 32031335 50 6y Lol galr gz sy (G o aaS (oLl

Oy ol sl M 2e 00l sl oz 5 4SS Slikas 51 agl Las Sy sy ol

asls 35, b T Rl
Lashiay, g Lo (g lmcals ‘ O il sln B, 5 Slanl 5, (gt oals 3550 0 sad Lz slaslays, o 5 4z
O b dasias Suslea S s it iz 5l sy, Sl

® 555 o et by, 36
il Jazo sty Lz (sl 4SS 2,5 @ ® oad ol al> Jlaza gle o]
a5l 7 L olRos Lt oSy 2

L] - . -
. Sl pates ML
L]
Ll
o213 350 503 o 5 plad! @
O sl 5l bl gl ol gl st s s B e
. - ® [ L5 S Ly s sl mullad il
atets glaan s @ it e o] s sl
® 5t o s, e sns Sl

@ ol sy pslie usb 4 pats slaanls

2315 5500

o83 555 (gyatl Szl opilly (slaolags, lule® (sl (055 dane
il S gl slaslags, QLS (gl Sy SlaS 2
ol

eyl slan 035 slass

ot o agilly glaolang, Lt (sl o2, lass sazmadd,l Edlid 5

001335 3o (6 ol 42,150 9 Wodigh ol gz jly LS wa (S poeglauas A o lels B

1355ty gin (3 i an sloaS ¥
g 031035 1o 10 Dlagagd 4 955wl Agie 35 o odalin Vo IS )0 4S5 ghilen

o

ool Fuly

Al s 5 Al ‘ S IS R

AW e 28 whilee Can g _.ng__,i;_;_.uj_u.s‘_,_.si,._»o\.._, .
233 2 (5l me Lt Billaa Cln 3E @

ol sla ok b (sl oSkl Szt Oladit Ly cillals )
ORS1s glaz sl U ilas Jaiin L Sala @ (E"L' = rﬁ.m Leny
(AT s (51 oa A et L ol s el g (S) i as @
Sopacind 3 _peapl
@ ks sk g g a8

@ o313 S0 Bda s S )
oy s ® v e alan
® 303 3 T (6ta Al U hlae S (o dnile

@ 3} Cea s 4 023 L381 (Slacs it o gy 5 il 4383 o280 (51 20 S ad
S 5 G181 adlbeq 1) e L 5 (Slacpl s o AL casy

Sl ga s JAE @
as S 50t n IS @ i i mals
533458 5 s 00 43 S 5033 D035 5l S d GlS @
GG
2 RAL slanid) 8 5 gags C+3
e

001335 0 5 et Lororial 42 ) 3 Whonigh qalor g2l (ot 95l Aag (G proslaS 1o o)lad JSC

VS @ ondannal gle e st g gl gk Bis s 8
Vv ® Sl s e S S




VP o 5 ol 0 ko obd 3l Jlo (ropal Cu poto slo gy V¥

Lk dgio (b pawglans b
4\_;>‘)‘ lns‘d_’ 9 oé‘b}_{).c G:l_ul.’ 4_]‘9.&40 09_“4‘;& PRV-Y R \ \JLAAJ )é ASLgJBJaqLo.b

1wl 00

kb

Lo oot 555m 520l oans

o e 5 ol s (S Gl 4 sl e 2l L, el

031335 yo (5 s Lol 4z ) LSS 9 Wieligp 2ol 092l (b3l (h oo glaS N o)l STl

S5 Al 9 ey

Ly 051055 5o (s mloisial calromsz o (e pnslanS ) JLis & 2l ings,
Slol aepllas 5,0 Ly as,S (a5, ol 5l claz LS 5 die D90 5, S0,
6 sline 1 5 S 18 g, b )T Jedow 5 (6,13505 5 00035 5 (5 plscoial
Sl n s plolid ozl (nl (Lol sloadse 5 algie (o paslaas NIST
o plowl ol Badod JS5 4 oad (Byme 05929 (lgie b (S (595 wlie anlllas
37509, L sl Sial gz lar 35900 adlllas a5l ol adod (5 gl55 5 ol
45 @97l g B g oog (Sloslu ool ST10 0590 50 diadisn 5 4z LY Cu poe
sle coluyy o Jlad ools 3510 (6 mblw Slasags L dpzlae o lilejle 4 wilgs
13 ol opdle S5 o ogmme Gados ol Bl I WS S8 bl 5 sledlbl
il D9z )Lz laadse I galr sanaiws S (LS Slalllae DSy ol iy
ol adsdo 0 jo aalae VY B jo o paeaS) e A g a0y g 00ls 35 10 (6 ymle

45,5 5 e ppn il 5 (Rl kS (diione s Ll



Yo e 2 031035 30 6y Ll 2ol 092 )l (G pdegloAS (o Lol

adlge 3l plaS o 4y azgi pus D90 40 45 09 0 (5 S A il (S yLS
hes¥ @hLS cozle wload o 5 dingn oo o) o slodil> wiile a5 (598 ola]
S a5l oad olowl cucl LSl g ols wales caws 5l (g pmle caial jo
O 52 il 5 e ool S €5 358 oyl o 2l 4 S e
S5l rSedz 9 0% 5 055 (o8 CLladl 5l (28,5 uyo Cu |y p3Y (Goiedisn
lod o @l 15 lejlo 03ls 35150 sl p3Y (6l Coel Dlaogs

(Gl Slanags oS s s (g S0l ol Slogas b guiedse dlins
0318 35 o ol dgi (slym g, i Slasags il oL g iy aBT s i
2 A 5 el o 8,5 5 33 lagler S 5 bl S5l o e e
A el 0, Sles Glilo (o v jo glojle eols 35T a4 Cel 35 el £o090 oyl
Olse Logmas ol 50 ol SaS Ladl (g )lanly 4 o ol 5 009 4z, LS S
azg 0,50 La coluneg onl o) Grmlo sl S5 (Sl pozen ol
Al doles &l )l abbgs e iy oleolgiing 050 (pl jo a5 ols I,3

oz L 35 5 bocee (L Slalllae wesls a5 wb allie o138 2308 590 5
A 9 O399 JudgS 0gud (S slico IRVRVE) asle Lsdl.u‘ » ;)AM 9 dﬁuw‘ 615
oS et iS5 mSol il Slogad L s lge g an LG (S b 2s2)lx
A S ramd 009 00,6 A gs il oLl dawg g —iSu LT o i
ol oauzd plosl [Ssio ol L 00la 35 0 4z LSS g diedign (6 ymluaial pul>g >
] 00 43|)| oob;).a (_g).uqu.....o‘ g_)5:>)l.‘> ‘_ngd.o.l?.c
8 0 90 398 (—deghy HLS asldl o Wilgige 5 siesh 5 a2l sleoleiiny

1 S

0315 35150 (5 pmliw Cial S50 poy Sy oz lr (2lulid 5 LSS 5 S0, -
0985 ) Slejle

Slesbw 03l 35150 (s rmle Coal Cellas por Sy ooz la Al g LIS IS 550, -
A2 )Ly g adigh Co pde 9 509, b HedS )0



VP o 5 ol 0 ko obd 3l Jlo (ropal Cu poto slo gy Y7

8 gl
ety OF ) Lojaes (Ghh teme)sh (ooin thanw (Jlog) tde (dume taeal (WIS
Cotol sty pole dolilad (Lo w53 lesle 031335 1o (s mluciial 4z LSy 5 aretisa

"

Joe SLLOYAN) ol e o)y soml (plisemat, 3ol oS rmce tle (sime tmie (U]
8 oLl 255 Ceniol dolilad ools (S0 (6l Slayags LEle cegpie

)l pole o Jylico (sl s tisal 5 (45 i slots,) g slaesie (VTVA)Gobe (5 )k
s i ool ol ol

wdls S1e gl sl Jow S b Jaol (VTA0) Lo jaeme (Kol s taese ol s
SilsST g pale (slocd g oo ey (reenjl

References

Abraham, R., Schneider, J., & vom Brocke, J. (2019). A conceptual framework,
structured review, and research agenda. International Journal of Information
Management, 49, 424-438 .

Abraham S., Nair S. (2018). Comparative analysis and patch optimization using
the cyber security analytics framework. Journal of Defense Modeling and
Simulation.

Accenture Technology Vision 2019.

Accenture Trend 4: Secure US to Secure ME .

Aghaei, M., and Moini, A., and Arabsarkhi, A., and Mohammadian, A., and
Zarei, A. (2018). Providing a conceptual model of the structure of cyber
threats in data centers. Farabi University Security Research Quarterly. (In
Persian)

Ahmed M., Rama Mohan Babu G. (2019). Cyber security framework for
big data environment using support vector machine. Journal of Advanced
Research in Dynamical and Control Systems.

Ahmed AlKalbani., Hepu Deng., Booi Kam., (2014). A Conceptual Framework
for Information Security in Public Organizations for E-Government
Development , 25th Australasian Conference on Information Systems, 8th -
10th Dec 2014, Auckland, New Zealand.

Al-Badi, A., Tarhini, A., & Khan, A. I. (2018). Exploring big data governance
frameworks. Procedia Computer Science, 141, 271-277 .

Alhassan, I., Sammon, D., & Daly, M. (2016). Data governance activities: an
analysis of the literature. Journal of Decision Systems, 25(supl), 64-75.



v e 32001335 30 (§ il polr gz )ly (o paelaas (o lules

Alhassan, I., Sammon, D., & Daly, M. (2019). Critical success factors for data
governance: a theory building approach. Information Systems Management,
36(2), 98-110.

Ashtiani M., Abdollahi Azgomi M. (2014). A distributed simulation framework
for modeling cyber attacks and the evaluation of security measures.
SIMULATION.

Al-Muhtadi J., Saleem K., Al-Rabiaah S., Imran M., Gawanmeh A., Rodrigues
JJ.P.C. (2020). A lightweight cyber security framework with context-
awareness for pervasive computing environments. Sustainable Cities and
Society.

Attard, J., Orlandi, F., & Auer, S. (2016). Data driven governments: Creating
value through open government data Transactions on Large-Scale Data-and
Knowledge-Centered Systems XXVII (pp. 84-110): Springer.

Atoum [., Otoom A. (2016). Effective belief network for cyber security
frameworks. International Journal of Security and its Applications.

Atoum ., Otoom A., Ali A.A. (2014). A holistic cyber security implementation
framework. Information Management and Computer Security.

Australian Government. (2020). Data Governance framework 2020.

American National Standards Institute/International Society of Automation
(ANSI/ISA)-62443-2-1 (99.02.01)-2009, Security for Industrial Automation
and Control Systems: Establishing an Industrial Automation and Control
Systems Security Program:
https://www.isa.org/templates/one-column.aspx
?pageid=111294&productld=116731

ANSI/ISA-62443-3-3 (99.03.03)-2013, Security for Industrial Automation and

Control
Systems: System Security Requirements and Security Levels:
https://www.isa.org/templates/one-column.aspx
?pageid=111294&productld=116785

Baggott S.S., Santos J.R. (2020 ). A Risk Analysis Framework for Cyber
Security and Critical Infrastructure Protection of the U.S. Electric Power
Grid. Risk Analysis.

Baig Z., Zeadally S. (2019). Cyber-security risk assessment framework for
critical infrastructures. Intelligent Automation and Soft Computing.

Bazargan, Abbas. (1999). An introduction to qualitative and mixed research
methods; Common approaches in behavioral sciences, Tehran, First Edition,
Didar Publishing. (In Persian)

Benfeldt, O., Persson, J. S., & Madsen, S. (2019). Data governance as a
collective action problem. Information Systems Frontiers, 1-15.



https://www.isa.org/templates/one-column.aspx
https://www.isa.org/templates/one-column.aspx

VP o 5 ol 0 ko obd 3l Jlo (ropal Cu poto slo gy VYA

Bhardwaj A., Goundar S. (2019). A framework to define the relationship
between cyber security and cloud performance. Fraud and Security.

Bonina, C., & Eaton, B. (2020). Cultivating open government data platform
ecosystems: Lessons from Buenos Aires, Mexico City and Montevideo.
Government Information Quarterly, 37(3), 101479.

Calzada, I., & Almirall, E. (2020). Data ecosystems for protecting European
citizens’ digital rights. Transforming Government: People, Process and
Policy.

CIS Critical Security Controls for Effective Cyber Defense (CIS Controls):
https://www.cisecurity.org

Collier J. (2018). Cyber security assemblages: A framework for
understanding the dynamic and contested nature of security provision.
Politics and Governance

Control Objectives for Information and Related Technology (COBIT):
http://www.isaca.org/COBIT/Pages/default.aspx

Cyber Threatscape Report 2019. Accenture

Dawes, S. S., Vidiasova, L., & Parkhimovich, O. (2016). Planning and
designing open government data programs: An ecosystem approach.
Government Information Quarterly, 33(1), 15-27.

Diran, D., Hoppe, T., Ubacht, J., Slob, A., & Blok, K. (2020). A data ecosystem
for data-driven thermal energy transition: Reflection on current practice and
suggestions for re-design. Energies, 13(2), 444.

Efthymiopoulos M.P. (2019). A cyber-security framework for development,
defense and innovation at NATO. Journal of Innovation and
Entrepreneurship.

European Commission. (2020). Data governance and data policies at the
European Commission.

ENISA Threat Landscape Report 2018. 15 Top Cyberthreats and Trends,
FINAL VERSION 1.0 ETL 2018, JANUARY 2019

Evangelou M., Adams N.M. (2020 ). An anomaly detection framework for
cyber-security data. Computers and Security.

Georgiadou A., Mouzakitis S., Bounas K., Askounis D. (2020). A Cyber-
Security Culture Framework for Assessing Organization Readiness. Journal
of Computer Information Systems.

Gupta, A., Panagiotopoulos, P., & Bowen, F. (2020). An orchestration approach
to smart city data ecosystems. Technological Forecasting and Social Change,
153, 119929.

Hadji-Janev M., Bogdanoski M. (2017). Swarming-based cyber defence under
the framework of collective security. Security Journal.



https://www.cisecurity.org/
http://www.isaca.org/COBIT/Pages/default.aspx

AR e 2 031035 30 6y Ll 2ol 092 )l (G pdegloAS (o Lol

Hashim M.S., Masrek M.N., Yunos Z. (2016). Elements in the cyber security
framework for protecting the Critical Information Infrastructure against cyber
threats. Information (Japan).

Hahn A., Thomas R.K., Lozano I., Cardenas A. (2015). A multi-layered and
kill-chain based security analysis framework for cyber-physical systems.
International Journal of Critical Infrastructure Protection.

Hosseinzadeh, Mohammad; Hosni Ahangar, Mohammad Reza. (2015).
Principles of Designing a Security Model for Data Centers, 11th Symposium
on Advances in Science and Technology. (In Persian)

Immonen, A., & Kalaoja, J. (2019). Requirements of an Energy Data
Ecosystem. IEEE access, 7, 111692-111708.

Immonen, A., Palviainen, M., & Ovaska, E. (2014). Requirements of an open
data based business ecosystem. IEEE access, 2, 88-103.

ISO/IEC 27001, Information technology -- Security techniques -- Information
security management systems -- Requirements:
https://www.iso.org/standard/54534.html

Jang, K.-a., & Kim, W.-J. (2020). Development of data governance components
using DEMATEL and content analysis. The Journal of Supercomputing, 1-15 .

Janssen, M., Brous, P., Estevez, E., Barbosa, L. S., & Janowski, T. (2020). Data
governance: Organizing data for trustworthy Artificial Intelligence.
Government Information Quarterly, 37(3), 101493.

Jetzek, T. (2017). Innovation in the open data ecosystem: Exploring the role of
real options thinking and multi-sided platforms for sustainable value
generation through open data Analytics, Innovation, and Excellence-Driven
Enterprise Sustainability (pp. 137-168): Springer.

Kapletia D., Felici M., Wainwright N. (2014). An integrated framework for
innovation management in cyber security and privacy. Communications in
Computer and Information Science.

Kampars, J., Zdravkovic, J., Stirna, J., & Grabis, J. (2020). Extending
organizational capabilities with Open Data to support sustainable and
dynamic business ecosystems. Software and Systems Modeling, 19(2), 371-
398.

Kazemi, A., and Moini, A., and Rohani, S., and Yagoubi, N., and Yazdani, H.
(2022) Intelligent and integrated cyber security framework of the
organization's data center at the national level. Farabi University Security
Research Quarterly. (In Persian)

Kim 1., Park N. (2019). A study on cyber security framework by life cycle for
safety system based on information and communication technology. Journal
of Advanced Research in Dynamical and Control Systems.



https://www.iso.org/standard/54534.html

VP o 5 ol 0 ko obd 3l Jlo (ropal Cu poto slo gy \¥e

Khalid A., Kirisci P., Khan Z.H., Ghrairi Z., Thoben K.-D., Pannek J. (2018).
Security framework for industrial collaborative robotic cyber-physical
systems Computers in Industry.

Knight R., Nurse J.R.C. (2020 ). A framework for effective corporate
communication after cyber security incidents. Computers and Security.

Kassen, M. (2017). Open data and e-government-related or competing
ecosystems: a paradox of open government and promise of civic engagement
in Estonia. Information Technology for Development, 25(3), 552-578 .

Le N.T., Hoang D.B. (2017). Capability maturity model and metrics framework
for cyber cloud security. Scalable Computing.

Li, S., & Yu, H. (2020). Big data and financial information analytics ecosystem:
strengthening personal information under legal regulation. Information
Systems and e-Business Management, 18(4), 891-909.

Lillie, T., & Eybers, S. (2018). Identifying the constructs and agile capabilities
of data governance and data management: A review of the literature. Paper
presented at the International Development Informatics Association
Conference.

Lindman, J., Kinnari, T., & Rossi, M. (2015). Business roles in the emerging
open-data ecosystem. IEEE Software, 33(5), 54-59.

Lu T., Zhao J., Zhao L., Li Y., Zhang X. (2015). Towards a framework for
assuring cyber physical system security. International Journal of Security and
its Applications.

Madaan, N., Ahad, M. A., & Sastry, S. M. (2018). Data integration in loT
ecosystem: Information linkage as a privacy threat. Computer law & security
review, 34(1), 125-133.

Mazumdar, S., Seybold, D., Kritikos, K., & Verginadis, Y. (2019). A survey on
data storage and placement methodologies for cloud-big data ecosystem.
Journal of Big Data, 6(1), 1-37.

McBride, K., Olesk, M., Kiitt, A., & Shysh, D. (2020). Systemic change, open
data ecosystem performance improvements, and empirical insights from
Estonia: A country-level action research study. Information Polity(Preprint),
1-26.

Methodology of business ecosystems network analysis: A case study in
Telecom ltalia Future Centre, Technological Forecasting and Social Change,
Elsevier, vol. 80(6), pages 1194-1210.

Mendhurwar S., Mishra R. (2019). Integration of social and loT
technologies: architectural framework for digital transformation and cyber
security challenges. Enterprise Information Systems.



V¥ e 2 031035 30 6y Ll 2ol 092 )l (G pdegloAS (o Lol

Micheli, M., Ponti, M., Craglia, M., & Berti Suman, A. (2020). Emerging
models of data governance in the age of datafication. Big Data & Society,
7(2), 2053951720948087.

Moreno, J., Fernandez, E. B., Serrano, M. A., & Ferndndez-Medina, E. (2019).
Secure development of big data ecosystems. IEEE access, 7, 96604-96619 .

National Institute of Standards and Technology, “Framework for Improving
Critical Infrastructure Cybersecurity”, January 10, 2017

National Institute of Standards and Technology, “Framework for Improving
Critical Infrastructure Cybersecurity”, April 16, 2018

NIST SP 800-53 Rev. 4 - NIST Special Publication 800-53 Revision 4, Security
and Privacy Controls for Federal Information Systems and Organizations,
April 2013 (including updates as of January 22, 2015).
https://doi.org/10.6028/NIST.SP.800-53r4.

Noorman, M. (2017). Institutions in the Data Ecosystem: Actors in the public
knowledge domain and in private data companies. Open Data and the
Knowledge Society, 85-103 .

Oliveira, M. I. S, Lima, G. d. F. B., & Léscio, B. F. (2019). Investigations into
Data Ecosystems: a systematic mapping study. Knowledge and Information
Systems, 1-42 .

Otoom A., Atoum 1. (2013). An implementation framework (IF) for the
National Information Assurance and Cyber Security Strategy (NIACSS) of
Jordan. International Arab Journal of Information Technology.

Panda A., Bower A. (2020 ). Cyber security and the disaster resilience
framework. International Journal of Disaster Resilience in the Built
Environment.

Pandey S., Singh R.K., Gunasekaran A., Kaushik A. (2020). Cyber security
risks in globalized supply chains: conceptual framework. Journal of Global
Operations and Strategic Sourcing.

Porcedda M.G. (2018). Patching the patchwork: appraising the EU regulatory
framework on cyber security breaches. Computer Law and Security Review.
Rowe B., Halpern M., Lentz T. (2012). Is a public health framework the cure

for cyber security?. CrossTalk.

Royalsociety. (2020 ). The UK data governance landscape.

Sandelowski, M., & Barroso, J. (2006). Handbook for synthesizing qualitative
research: springer publishing company.

Sani A.S., Yuan D., JinJ.,Gao L., YuS., Dong Z.Y. (2019). Cyber security
framework for Internet of Things-based Energy Internet. Future Generation
Computer Systems.



https://doi.org/10.6028/NIST.SP.800-53r4

VP o 5 ol 0 ko obd 3l Jlo (ropal Cu poto slo gy VFY

SANS, The State of Dynamic Data Center and Cloud Security in the Modern
Enterprise, A SANS Survey, Dave Shackleford, October 2015

Specht, A., Guru, S., Houghton, L., Keniger, L., Driver, P., Ritchie, E. G .. ..
Treloar, A. (2015). Data management challenges in analysis and synthesis in
the ecosystem sciences. Science of the Total Environment, 534, 144-158.

Srinivas J., Das A.K., Kumar N. (2019). Government regulations in cyber
security: Framework, standards and recommendations. Future Generation
Computer Systems.

Strauss, A., & Corbin, J. (1994). Grounded theory methodology: An overview.

Svilicic B., Kamahara J., Celic J., Bolmsten J. (2019). Assessing ship cyber
risks: a framework and case study of ECDIS security. WMU Journal of
Maritime Affairs.

Styrin, E., Luna-Reyes, L F., & Harrison, T. M. (2017). Open data ecosystems:

an international comparison. Transforming Government: People, Process and
Policy.

Tikk-Ringas E. (2015). Legal framework of cyber security. Intelligent Systems,
Control and Automation: Science and Engineering.

Topal O.A., Demir M.O., Liang Z., Pusane A.E., Dartmann G., Ascheid G., Kur
G.K. (2020 ). A Physical Layer Security Framework for Cognitive Cyber-
Physical Systems. IEEE Wireless Communications.

Vaishnavi, V., Kuechler, W., and Petter, S. (Eds.) (2004/19). “Design
Science Research in Information Systems” January 20, 2004 (created in
2004 and updated until 2015 by Vaishnavi, V. and Kuechler, W.); last
updated (by WVaishnavi, V. and Petter, S.), June 30, 2019. URL:
http://www.desrist.org/design-research-in-information-systems/.

Weber, K., Otto, B., & Osterle, H. (2009). One size does not fit all---a
contingency approach to data governance. Journal of Data and Information
Quality (JDIQ), 1(1), 1-27.

Wei J. (2010). Knowledge management framework for cyber security learning.
International Journal of Management in Education.

Yoon, A., & Copeland, A. (2020). Toward community-inclusive data
ecosystems: Challenges and opportunities of open data for community-based
organizations. Journal of the Association for Information Science and
Technology, 71(12), 1439-1454.

Zhai L., Vamvoudakis K.G. (2020). A  data-based private learning
framework for enhanced security against replay attacks in cyber-physical
systems. International Journal of Robust and Nonlinear Control.

Zimmer, L. (2006). Qualitative meta-synthesis: a question of dialoguing with
texts. Journal of advanced nursing, 53(3), 311-318.



	5.pdf (p.1-3)
	5-5.pdf (p.4-30)

